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Motivation
• Data sharing empowers the booming fintech industry and digital economy

• Data as a third factor of macroeconomy, e.g., Jones & Tonetti (2020), Farboodi & 
Veldkamp (2020), Cong, Xie & Zhang (2020)

• Privacy concerns are becoming more and more important
• General Data Protection Regulation (GDPR), effective on May 25, 2018
• California Consumer Privacy Act of 2018 (CCPA), effective on January 1, 2020

• What are consumers’ privacy concerns? How do their privacy concerns affect 
their data sharing?

• The data privacy paradox, e.g., Acquisti, Brandimarte & Loewenstein (2020)
• Consumers state concerns about data privacy in surveys, yet they share their personal 
data freely or for small rewards

• Does the paradox exist in data sharing with digital platforms? If so, why?



Summary
• We examine this paradox by combining survey and behavioral data of a 
sample of Alipay users

• We confirm the data privacy paradox 
• Users with stronger privacy concerns authorize data sharing with the same number of 
mini‐programs in Alipay 

• What explains the data privacy paradox?
• Not due to unreliable survey responses or frustration 
• Users with stronger privacy concerns use mini‐programs more intensively
• Heavy users of mini‐programs are more likely to cancel data sharing with mini‐
programs

• Privacy concerns are likely developed as a by‐product in the process of using digital 
applications



Related Literature

• Data privacy paradox, e.g., Gross & Acquisti (2005), Goldfarb & Tucker 
(2012), Athey et al. (2017)
• Ignorance about data sharing, e.g., (Pew, 2019)
• Illusion of control, e.g., Brandimarte, Acquisti & Loewenstein (2013)
• Present bias, .e.g., Acquisti (2004) 
• Value of data privacy, e.g., Acquisti, John & Lowenstein (2013), Tang (2019) 

• Why do consumers care about data privacy?
• Price discrimination: Taylor (2004), Acquisti & Varian (2005), Ichihashi (2020)
• Data security: Fainmesser et al. (2019)
• Protecting personal vulnerability: Liu, Sockin & Xiong (2020)



The Alipay Platform

• A payment and lifestyle platform 
with over 900 millions active users 
in China

• Millions of mini‐programs operated 
by third parties, each requiring 
authorization of data sharing at the 
initial entry
• Substantial variations in services and 
data sharing 



Examples of Mini‐Program Authorization Page

Mobile Number Nickname, Profile, Gender, Area Current LocationInformation Required:

Part‐time
Job

Searching

Friend
Making

Law
Consulting



The Survey

• In July 2020, a survey was sent through the 
Alipay message box. 
• Over two million Alipay active users randomly 
chosen

• 27,597 clicked on the survey link 
• 14,250 completed the survey
• 10,875 users say they used mini‐programs in 
Alipay

• The survey contains 12 questions
• Typically completed in 1‐3 mins
• The respondents are well spread across China



Responses to Some Survey Questions
 

Count Total Share 
A. Are you concerned about privacy issues while using online services? 

Very concerned 13284 14250 93% 
Concerned 882 14250 6% 

Not concerned 84 14250 1% 
B. What do you think about privacy protection in Alipay? 

Very good 6789 14250 48% 
Ordinary 5600 14250 39% 
Not good 679 14250 5% 
No idea 1182 14250 8% 

F. Are you concerned about negative impacts caused by information shared to mini-programs in 
Alipay?  

Very concerned 5005 10875 46% 
Concerned 4244 10875 39% 

Not concerned 1626 10875 15% 
G. What privacy issues are you concerned about when using mini-programs in Alipay? (multiple 
choices) 
Data leakage and security 9377 10875 86% 
Price discrimination by merchants 2314 10875 21% 
Seductive advertising and temptation consumption 5333 10875 49% 
Others 500 10875 5% 
 

This question is specifically 
linked to data sharing with 
mini‐programs
• Immune to the concern of 

Solove (2021) 



Summary Statistics



Simple Framework

• Consider user 𝑖’s data sharing choice with mini‐program 𝑗:
• The cost is 𝑐 𝑐 𝑐 𝜖
• The benefit is 𝑏 𝑏 𝑏 𝜀
• The user will authorize if 

𝑏 𝑐 𝑏 𝑐 𝑏 𝑐 𝜀 𝜖 0.

• Hypothesis 1: other things being equal, privacy concerned users are 
more reluctant to authorize data sharing



The Data Privacy Paradox



User Level Analysis

𝑌𝑖 a1 𝐶𝑜𝑛𝑐𝑒𝑟𝑛𝑒𝑑𝑖 a2 𝑉𝑒𝑟𝑦 𝐶𝑜𝑛𝑐𝑒𝑟𝑛𝑒𝑑𝑖 a3 𝐴𝑔𝑒𝑖 a4 𝐷𝑖𝑔𝑖𝑡𝑎𝑙 𝐸𝑥𝑝𝑒𝑟𝑖𝑒𝑛𝑐𝑒𝑖 𝛿𝑖 𝜀𝑖 , 

  # Authorized Mini-programs # Visited Mini-programs 
  (1) (2) (3) (4) 
Concerned Dummy 0.334 0.207 1.262*** 1.243*** 

(0.213) (0.214) (0.322) (0.320) 
Very Concerned Dummy 0.127  -0.007  1.990*** 1.965*** 

 (0.209) (0.211) (0.331) (0.336) 
Digital Experience  0.012***  -0.002 

  (0.002)  (0.004) 
Age  -0.039***  0.204*** 

  (0.009)  (0.015) 
Constant 11.177***  14.310***  

  (0.178)    (0.274)   
City FE N Y N Y 
Gender FE N Y N Y 
Observations 10875 10858 10875 10858 
Adjusted R2 0.0001 0.021 0.003 0.045 

 



User‐Mini–Program Level Analysis

  Authorized Dummy (0/1) Visited Dummy (0/1) 
  (1) (2) (3) (4) 
Concerned Dummy (× E-4) 0.862 0.386 2.897*** 2.552*** 

 (0.745) (0.735) (0.848) (0.836) 
Very Concerned Dummy (× E-4) 0.028  -0.465  3.755*** 3.340*** 

 (0.736) (0.728) (0.846) (0.840) 
Digital Experience (× E-6)  5.517***  3.806*** 

  (0.800)  (0.960) 
Age (× E-5)  -1.958***  2.405*** 

  (0.287)  (0.367) 
Constant 0.004***  0.005***  

  (0.0001)   (0.0001)   
Mini-program FE N Y N Y 
City FE N Y N Y 
Gender FE N Y N Y 
Observations 25414875 25364288 25414875 25364288 
Adjusted R2 0.000 0.105 0.000 0.129 

 

𝑌𝑖𝑗 a1 𝐶𝑜𝑛𝑐𝑒𝑟𝑛𝑒𝑑𝑖 a2 𝑉𝑒𝑟𝑦 𝐶𝑜𝑛𝑐𝑒𝑟𝑛𝑒𝑑𝑖 a3 𝐴𝑔𝑒𝑖  a4 𝐷𝑖𝑔𝑖𝑡𝑎𝑙 𝐸𝑥𝑝𝑒𝑟𝑖𝑒𝑛𝑐𝑒𝑖 𝛿𝑖 γj 𝜀𝑖𝑗  



Validating Survey‐Based Privacy Concerns

  Has Canceled (0/1) Privacy Setting Changed (0/1) 
  (1) (2) (3) (4) 
Concerned Dummy 0.060*** 0.033*** 0.028* 0.012 

 (0.014) (0.014) (0.015) (0.015) 
Very Concerned Dummy 0.082*** 0.051*** 0.060*** 0.041*** 

 (0.014) (0.014) (0.014) (0.015) 
Digital Experience  0.004***  0.001*** 

  (0.0001)  (0.0001) 
Age  -0.003***  -0.001*** 

  (0.0005)  (0.0005) 
Constant 0.420***  0.454***  

  (0.012)    (0.012)   
City FE N Y N Y 
Gender FE N Y N Y 
Observations 10,857 10,841 10,875 10,858 
Adjusted R2 0.003 0.097 0.002 0.011 

 

User Level Analysis



Determinants of Data‐Sharing Authorization in Survey



Simple Framework

• Consider user 𝑖’s data sharing choice with mini‐program 𝑗:
• The cost is 𝑐 𝑐 𝑐 𝜖
• The benefit is 𝑏 𝑏 𝑏 𝜀
• The user will authorize if 

𝑏 𝑐 𝑏 𝑐 𝑏 𝑐 𝜀 𝜖 0.

• Hypothesis 2: other things being equal, privacy concerned users use
mini‐programs less intensively. 



Demands for Digital Services



Why Don’t Privacy Concerns Deter Digital Demands?

• Users are likely to develop 
privacy concerns in the process 
of using digital applications

• Hypothesis 3: other things being
equal, heavy users of mini‐
programs are more likely to 
cancel data‐sharing with mini‐
programs



Activeness and Cancellation

User Level Analysis

  Cancellation Rate 
  (1) (2) (3) (4) 
Active-Month Ratio 0.042***  0.080***  
 (0.008)  (0.016)  

log(1+ # Avg. Monthly Active Sessions)  0.005***  0.012*** 
  (0.001)  (0.003) 

Digital Experience (× E-4) -0.112 -0.203 -1.834*** -2.000*** 
 (0.194) (0.194) (0.448) (0.454) 

Age (× E-4) -1.250* -0.549 -1.666 -0.682 
  (0.746) (0.689) (1.896) (1.823) 
City FE Y Y Y Y 
Gender FE Y Y Y Y 
Sample All All Has Canceled Has Canceled 
Observations 9,860 9,860 3916 3916 
Adjusted R2 0.012 0.005 0.027 0.014 

 



Activeness and Cancellation

User‐Mini–Program Level Analysis

  Canceled Dummy (0/1) 
  (1) (2) (3) (4) 
Active-Month Ratio 0.038***  0.072***  
 (0.007)  (0.013)  

log(1+ # Avg. Monthly Active Sessions)  0.003**  0.007*** 
  (0.001)  (0.002) 

Digital Experience (× E-4) -0.143 -0.221 -1.530*** -1.659*** 
 (0.173) (0.175) (0.396) (0.402) 

Age (× E-4) -0.922 -0.097 -0.726 0.451 
  (0.636) (0.601) (1.489) (1.437) 
Mini-program FE Y Y Y Y 
City FE Y Y Y Y 
Gender FE Y Y Y Y 
Sample All All Has Canceled Has Canceled 
Observations 64,611 64,611 28,034 28,034 
Adjusted R2 0.01 0.009 0.028 0.024 

 



The Random Sample

• The survey sample is biased toward more active users

• A random sample of 100,000 users from all active Alipay users

• Robustness checks of the key findings from the survey sample

• An event study of user reactions to a privacy‐related incident  



Summary Statistics



An Event Study

• On Jan 3, 2018, Alipay launched 
its Annual User Footprint Report 
within its mobile wallet app
• A box consenting to the “Sesame 
Credit Service Agreement" was set 
as the default choice on the 
report's landing page. 

• Users who failed to notice the 
checked box would have 
unintentionally agreed to use 
Alipay’s Sesame credit service.

• Some internet users quickly 
noticed this misleading design, and 
the incident went viral on Chinese 
social media



An Event Study

• Hypothesis 4: after the incident, heavy users of mini‐programs are 
more likely to cancel data sharing with mini‐programs

𝐷𝑎𝑖𝑙𝑦 𝐶𝑎𝑛𝑐𝑒𝑙𝑙𝑎𝑡𝑖𝑜𝑛 𝐷𝑢𝑚𝑚𝑦𝑖 ,𝑡 𝛼0 ∑ 𝛽𝐻,𝜏 ∙ 𝐻𝑒𝑎𝑣𝑦 𝑈𝑠𝑒𝑟𝑖 ∙ 𝕝 𝑡 𝜏5
𝜏 5,
𝜏 1

  

                                        𝛽𝐻,6 ∙ 𝐻𝑒𝑎𝑣𝑦 𝑈𝑠𝑒𝑟𝑖 ∙ 𝕝 𝑡 6 ∑ 𝛽𝐿,𝜏 ∙ 𝐿𝑖𝑔ℎ𝑡 𝑈𝑠𝑒𝑟𝑖 ∙ 𝕝 𝑡 𝜏5
𝜏 5,
𝜏 1

  

                  𝛽𝐿,6 ∙ 𝐿𝑖𝑔ℎ𝑡 𝑈𝑠𝑒𝑟𝑖 ∙ 𝕝 𝑡 6 𝛿𝑖 𝜀𝑖 ,𝑡 ,                    (4) 



Unfiltered Users in the Random Sample

An Event Study



Users with Cancellation before Nov 30, 2017

An Event Study



Robustness: The Random Sample



Robustness: The Random Sample



Robustness: The Random Sample



Summary
• We confirm the data privacy paradox 

• Users with stronger privacy concerns authorize data sharing with the same number 
of mini‐programs in Alipay 

• What explains the data privacy paradox?
• Not due to unreliable survey responses or frustration with protecting privacy
• Users with stronger privacy concerns also use mini‐programs more intensively
• Heavy users of mini‐programs are also more likely to cancel data sharing with mini‐
programs, both unconditionally and in response to a privacy‐related incident

• Privacy concerns are likely developed as a by‐product in the process of 
using digital applications
• Privacy concerns may intensify with the deepening of the digital economy, limiting 
the increasing returns of data sharing

• Need to better protect data privacy and thus enable more data sharing 



Thank You!


